CONSTRUCTION
INDUSTRY COUNCIL
BEXEE
* o0

Application Programming Interface (“API”) Standardisation : : -
~ for Smart Site Safety System (“4S”)

Safety Week

24 Aug 2026

/
/\\__\
/\
/-,___‘_\
/\\
’/\
/\
/,.__\
e
/\
/-_._\
e~
e
:/\-.
=
./\
[ —
V',,-_/\




What is API (Application Programming Interface)?

>

Definition
An APl is a set of rules and protocols that allows different software applications to communicate with each other.

Functionality
APls enable developers to use functionalities of other services or applications without needing to understand their internal
workings.

Types

Web APIs: Facilitate communication over the internet, often using HTTP.

Library APIs: Provide specific functions within software libraries.

Operating System APIs: Allow applications to interact with the operating system.

Benefit
APIs enhance efficiency by allowing developers to build on existing services, promote innovation, and enable easier system
integration.



Overview of the API standard initiative

» Challenge
There are multiple CMP providers and numerous loT companies, each with its own@nique API standards, which require a lot of customizations to
integrate with each other
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Overview of the API standard initiative

» Challenge

There are multiple CMP providers and numerous loT companies, each with its own unique API standards, which require a lot of
customizations to integrate with each other

E.g. In one case, a client had a large number of CCTV cameras already installed, but they were from a brand outside our existing
solutions. Integrating this system would require substantial time and resources for customization.

» Objective
To establish a unified framework that enables efficient communication between CMPs and diverse |oT devices
from various brands. ultimately achieving low costs for integration in the future. When all devices follow the
same API specification, integration shifts from “developing separately for each vendor” to “developing once
for broad use”.

> Solution

Develop a standardized APl framework that allows resources and protocols to interoperate among different
manufacturers through the API.



Benefits

q A

Reduce Time and Cost
Minimise the time and costs
associated with integrating 4S
devices into existing Centralised
Management Platforms (CMPs).
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Necessity of Collaboration
Manufacturers are encouraged to
widely adopt the API standards to

reliable transmission of critical data.
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Interoperability
Enhance Flexibility and freedom
of choice and adoption between

maximise efficiency and ensure the

J

safety devices and Central
Management Platforms(CMPs).

Flexibility
Standardised APIs make it easier to
adapt to different environments and
new technologies, allowing quick
changes based on specific site needs
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Reduce Vendor Lock-in
Provide construction companies
with more options by reducing
dependence on proprietary
integrations.

and easy integration of new devices.
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Knowledge Sharing
Standardised APIs help create a team
environment where manufacturers,
developers, and users can share useful
tips and experiences with the industry
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Simplified Integration
Minimise the need for
customisation when supporting
devices for common safety
monitoring scenarios.

and their team based on a set of
continuous improvement. /

\unified API standards, leading to
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Encourage Innovation

A solid API framework enables
manufacturers to continue
innovating while ensuring their
products work well together,
thereby promoting advancements in

Qafety technology. j




API Standardization Overview
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API Standardization data flow

Device (owned by solution vendor) Solution Vendor CMP Vendor
Direct Transfer
Push or|Pull Data To CMP
Push / Pull Data v
é 6 MOQTT,Kafka Data HTTPS TLS1.2
Webstock HTTP Pr in Auth Token/OAuth2 CMP
m in any protocol { format ocessing JSOM Format
Stare

Collect heart rate, body temperature, fall detection data

No device needs to
be changed!

\
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any type of DB
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Major Principles of API Standardization

Outcome-Oriented Design: The framework starts with desired outcomes and works backward to define the required telemetry,
devices, platforms, and processes. It focuses on achieving results rather than prescribing internal workflows, enabling
collaboration through resource definitions and standardised APls. Implementation details are left to stakeholders. APIs will also
support telemetry.

Flexible and Modular Ecosystem: Devices, platforms, and CMPs (Centralised Management Platforms) can operate independently,
overlap, or coexist. Tasks such as telemetry processing, feedback routing, and false alarm suppression are dynamically assigned to
suit deployment needs, ensuring adaptability across various configurations.

Feedback Loop: The framework ensures a complete round trip in scenario workflows. Devices send telemetry to CMPs, which
process the data and generate feedback (e.g., reset alarms). This feedback flows back to devices, completing the loop and
confirming actions.

Interoperability: Standardised APIs enable seamless communication across systems and vendors. The framework guarantees
compatibility while giving implementers the freedom to decide how systems are integrated and deployed.

Package-Based Certification: Centered on certifying functional packages rather than entire deployments. Packages group
capabilities such as telemetry types, scenario outcomes, and feedback mechanisms. This modular approach simplifies compliance,
supports incremental certification, and allows stakeholders to focus on specific functions. It’s a flexible and scalable model, and

there is no need to rush to conclusions on the certification process/standard as the idea evolves.
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Basic Principles of API Standardization

1. Consistency:
Follow consistent design style, naming conventions and data formats.
2. Discoverability:
Easily discoverable and understandable, includes clear documentation, well-defined interfaces, and metadata that
describes the API’s functionality
3. Reusability:
Design to be reusable across different applications
4. Security:
Includes authentication, authorization, and protection against common security vulnerabilities
5. Performance:
Design for optimal performance
6. Extensibility:

Design to be extensible, allow to add new functionality without breaking existing applications
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Roadmap

Conduct
Briefing
Workshops

Hold workshops with
stakeholders to introduce
the 15 standard safety
scenarios and understand
how different devices and
CMP providers handle
these situations.

Distribute
Stakeholder
Questionnaires

Based on insights from the
workshop, create questionnaires
for stakeholders to be
distributed before or during
webinars, inviting contractors,
solution providers, and other
industry participants

Gather and
Analyse
Information

Collect responses from the
guestionnaires, analyse
the data, and summarise it
into an APl standard that
appeals to the majority of
the industry

Trial and
testing

Implement trials of the
standard across various
scenarios, fine-tuning it
based on feedback and
results, with contributions
from all providers.

Broadcast
the Standard

Promote the finalized
APl standard widely
throughout the
industry to encourage
adoption
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Sandbox

Sandbox Environment. You can find the introduction to the sandbox environment, as well as the account
application method and the sandbox login link.
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Sandbox

Sandbox Environment, users can find different safety scenarios for each 4S category.
Each scenario includes a description, safety hazards, testing objectives, and test steps, helping users understand what
can be tested in each case.
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Worker walks beneath a suspended load during active lifling and the system detects Unsafe PrOXIT oo fapeaory

Safety Hazard:
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Purpese of Testing

his verification case validates that the tower crane lifting zane system can register the devics correctly, maniter real-time lacation and online status,
detect warkers entering the susp zone, and generate the correct alert P Is identified.
Category

Developers must register devices under the 4s:tower-crane AP categary for this scenario, and use this category in all subsequent test requests. All
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category and ensure all parameters are corect.

parameters must strictly follow the AP for s The platform will date the
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Step 2: Upload measurements
Upload device measurement data using the POS
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asurements APL For this scenario, [ocation and online-Status must both be included in each

ions-da not quired field.

Step 3: Trigger slerts

Developers shauld use the POST /alerts API o report alerts. The required alert type for this scenario is: fard alert

types and parameters as defined in the API documentation.

le-in-lifting-range. Use the stan

Step d: Alarm handied
Aite: an alert is reported, develapers can use the PATCH alerts/[id] 4P1 to specify the alert 1D and desired action, completing the handling and lifecycle.

closure for the alert.

additional Notes

Developers must strictly adhere to all field names and specified in the APl for the 45

Testing can be performed via the platform s simulation toals, Gr by using any thifd-party AP testing tool that supparts HTTP requests



Sandbox
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Sandbox

The APl integration guide provides step- by- step
instructions for using your sandbox credentials to
connect to the server and test with tools such as
Postman or your actual product.
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Thank you!




